
 

LEGAL ALERT 

 

 

 

Cybersecurity: A Plan of Attack  
Before and After You are Hacked 

 

Ransomware is dominating the news.  We have seen a rise in the rate of infection for our clients.  
A sound incident response plan addresses the management of ransomware infections and other 
data breaches.  
 
To pay or not to pay?  Ransom costs vary, averaging $1,000 or more depending upon the size of 
your organization.  They are typically paid with Bitcoins.  If attacked, you will need to decide if you 
will capitulate to their demands. 
 
Reasons to Pay: 

• There is usually no easy way to decrypt the files.  Sometimes the attackers make a mistake 
and it is possible, but most of this software is well packaged on the dark web and runs 
properly so decrypting without a key is usually not possible.  If you have not recently backed 
up your infected computers, paying the ransom may be the only hope of getting your files 
back. 

• Paying the ransom and decrypting the files is easier than recreating your information system.  
If you do pay the ransom and everything happens as promised, you may also have access to 
a helpdesk staffed by someone who will help you decrypt the files.  So be sure to keep all the 
information that comes with your decryption key. 

Reasons not to Pay:  

• Do you trust a thief?  The person who caused the ransomware to be installed is a thief and 
extortionist.  Do you trust them to provide working encryption keys after you pay the ransom?  
The ransomware business model is premised upon victims believing that the keys will work 
and many of the extortionists even provide a help line for those having trouble decrypting their 
files.  But there are criminals who don't care about protecting the industry and just encrypt, 
take the money and never provide a working key.  We have seen this numerous times.  
 

• There is a high likelihood that your organization will be identified to others as one willing to 
pay ransoms and therefore, you could be at a higher risk for future attacks.  Ransomware 
attacks are a crime of opportunity.  It takes some effort to install the virus  and these criminals 
want to devote their effort to victims who are likely to pay.  If they can increase their yield ratio 
by attacking people willing to pay in the past, they will do that.  

• Paying the ransom promotes the activity generally.  We realize that when you are infected 
and have no access to your data greater societal interests matter less, but paying these 
ransoms does encourage the practice and the criminals are smart enough to set the ransoms 
at a value low enough that it is an attractive option.  

Many organizations now have cyber insurance to cover this loss.  Contact your broker or carrier 
prior to taking any permanent action such as paying or not paying the ransom or formatting over all 
your infected systems.  

 
Ransomware is a crime and you may consider involving authorities.  Reporting is encouraged by 
the FBI which efforts to find, capture and prosecute the criminals and prevent future attacks.  We 
are not optimistic that the business model will end in the short run because this is a lucrative  
 



crime.  Regardless of whether offenders are caught, your attack could be one of the first and a 
warning can be issued to spare others.  Conversely, once law enforcement is engaged, you 
become a victim and while the FBI will do a lot to protect your organization from publicity, their law 
enforcement duties take precedent and your wish for privacy may not supersede their right to 
prosecute.  Also, whatever they discover could be subject to a FOIL request if customers, vendors 
or state attorneys general decide to sue or prosecute for harm surrounding the breach.  So make 
sure you provide information in a way that reduces the risk of it being subject to a FOIL request.  

 
It is important to take steps to define the scope of the breach.  Contracts and certain regulations 
may presume a loss of data in the event of a data breach and ransomware is considered by many 
to be a data breach.  For instance, the Office of Civil Rights has issued industry guidance to 
organizations bound by HIPAA that providers hit with ransomware should presume data was 
compromised in the event of ransomware unless they can prove that there is a low probability of 
risk of compromise.  If the infected servers are immediately overwritten, and all the logs are 
deleted without first being preserved, it will be hard to demonstrate that the attack was limited to 
encryption and did not also include some effort to exfiltrate information as well.  The encryption 
attack could have been a way to mask the data theft.  

 
There is more to do following the ransom payment and decryption of your files.  Your organization 
was breached and attackers could still have some pathway to your computer.  Even if access to all 
the files is restored, a computer specialist will still likely need to examine your system to determine 
if a backdoor exists or your security remains compromised.  Also, you will need to determine what 
process or procedure failed and what efforts your organizations should take to reduce the 
likelihood of this happening again.  But be mindful that every document prepared both during the 
remediation of the infection and post incident could be sought in litigation or subsequent 
government investigation in the event the attack involved more than just encrypting information or 
if there are any consequences from the data being encrypted.  

 

This legal alert does not purport to be a substitute for advice of counsel on specific matters. 
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